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SSO Collection Optimization 



Core SSO Team: 
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TUDDS Block 



Fingerprint Sessions Blocked by TUDDS 4/5 - 8/12 
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■ defeat/atrouter/yahoo/webMessenger/status 

■ defeat/atrouter/yahoo/webMessenger/request 

■ defeat/atrouter/yahoo/insider/client_ad_get 

■ defeat/atrouter/web/yahoo/webbug 

■ defeat/atrouter/smtp_toserver 

■ defeat/atrouter/smtp_fromserver 

■ defeat/atrouter/mail/pop/short_client_to_server 

■ defeat/atrouter/mail/pop/bodyless_email 

■ defeat/atrouter/mail/imap/bodyless_email 
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TUDDS Block 



Fingerprint Hits Per Month By SIGAD 
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Current Efforts - Google 



Defeat Fingerprints 



defeat/ dev/ google/ adwords 
defeat/ dev/ google/bigtable 
defeat/ dev/ google/blogger j s 
defeat/ dev/ google/ teragoogle 
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Serendipity - 
New Protocols 



SC 10 : 

TRSID: 

Visibility Group: YNKE 
SIGAD: 

PDDG: 9C 

DTG: 17JL1041Z12 

Case Notation: CTWB0POSOOQOOQG 

Authorization Category: £Ol2p33 

Selector: 

E PINWALE 



•Internal server-to-server authentication, 
based on hard selector 
» ‘Valid user agent string, not populated into 
Marina (yet!) 

4 



v Contents (l) 

File Name 

ZJ 95736ee«-cfVb-l Iel-b7aa-db0a2b4ifdl 1 



'7 Display Information: Binary 



0 No presentation is available for this type of data, try sending it to another service for a better view, Below is an atb 
View As: Formatted Text v | Binary Char: [~~ v l E^-codm: » [~|Tmn;lat6 
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Serendipity - 
New Protocols 



Google Protocols By Type 




■ Google Authorization, Security 
Question 

■ No content 

■ iGoogle 

■ chrome-sync 

■ teragoogle-indexing 

■ Youtube // Video Page 

■ talkgadget 

■ picasaweb 

■ gaia// permission_whitelist 



TOP SECRET//SI//NOFORN 



